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Dealing With Intellectual Product Piracy and Counterfeiting in Brazil
INTRODUCTION
The World Cup soccer competition is scheduled to take place in Brazil in 2014 and the Olympics will be hosted in 2016. The plethora of name brand sportswear and equipment that will accompany the events is the nirvana of counterfeiters and contrabandists. Likewise, crowds of careless, happy, and maybe even drunk soccer fans with credit cards will be milling around and spending freely. Credit card theft, identify theft, and a whole range of crimes against persons will increase. It’s a malefactor’s paradise and you need to be aware of the risks and able to act against them. This particular article deals with counterfeit and contraband products, the incident of which is certain to increase during the events. You should begin planning to deal with such matters NOW, not after they occur and have affected your bottom line.
EXECUTIVE SUMMARY
Counterfeit goods constitute a different problem to contraband goods.

Brazil has major problems in both areas. Counterfeit goods are manufactured inside Brazil and also imported into the country mainly via Paraguay, though usually originating from China. Contraband can be the result of international smuggling (much of which, again, enters Brazil through Paraguay) or the sale of goods stolen in Brazil by organized crime groups (e.g. cargo theft). Contraband involves the sale of legitimate product, counterfeiting does not. Both offer serious but distinct challenges to business. Both mean lost revenues.

This paper concentrates on the question of counterfeiting with the advent of the aforementioned sports events. We consider the issue of contraband at the end of this article.

The principal preventative approach to dealing with counterfeiting is:

· Review your lobbying strategy with central and state governments, as you push for tougher legislation and sentences.

· Consider how you can support more frequent, more consistent and more effective public awareness campaigns.

· Consider how you and other companies can pool expertise and resources and attack the problem together, for example in lobbying efforts  or in public awareness campaigns.

· Review your own controls and processes both inside your company and most especially over your contracted third parties.  Legally contracted distributors of the genuine product can also be players in the counterfeit market.

· Regularly change and innovate your products; that way, the counterfeiters will always be playing catch up.

· If your product uses certificates of authenticity (COAs) ensure that these are as “secure” as possible (e.g. holographs, chips, etc.) to make counterfeiting difficult as well as easy to detect.

The principal reactive approach to dealing with the counterfeit problem is:

· Obtain/purchase a range of samples of the counterfeit product, in order to examine it for clues about its origin, to evaluate its technical properties and quality, and (critically) to assist in understanding the geographical extent and size of the problem. 

· Obtain detailed intelligence on the supply chain and distribution network. This is the most important part of the entire operation.

· Also obtain intelligence on the origin of labels on the product. The product is not counterfeit until your label or logo is placed on the product to falsely identify it as yours.

· Take a decision, based on the intelligence you gather, as to which is the most effective point to attack – labels, distribution network or supply chain. 

· Prepare the ground for law enforcement and legal action, using only legally obtained information. Involve a reputable law firm. 

· Disrupting the supply or distribution chain of counterfeiters is the most effective reactive measure.  Hitting retailers is the least.

· The entire operation needs to be handled on a strict need to know basis inside your company/companies. Do not underestimate the possibility of inside assistance for the bad guys. The use of outside investigators can help to reduce the possibility of information leaks.

Different to investigating counterfeiting, where the focus of the investigation will look outside the affected enterprise, the essence of investigating contraband is to look inside the affected enterprise, as the contraband product may well be leaking from there.

DETAIL

Pirates are now modern

“Fifteen men on a dead man’s chest, yo ho ho and a bottle or rum!” Today’s pirates don’t talk that way anymore, “matey”!  They don’t wear eye patches or have parrots perched on their shoulders. Today’s pirates often wear business suits (possibly counterfeit ones), have computers (possibly counterfeit ones), and have sophisticated manufacturing facilities (possibly even using counterfeit machinery). Sometimes they even enjoy the support of national governments. They have complex supply chains and logistics, and no small amount of nerve and spectacular prices. With the 2014 World Cup and the 2016 Olympics slated to take place in Brazil CCI expects piracy of trademarks and the manufacture of counterfeit product to reach an all-time high. And don’t rule out the cloning of credit cards or the counterfeiting of videos of the games. It’s a pirate’s dreamland and Brazil is known for its relatively tolerant view of the practice.
The complexities - examples

Now is the time to be gearing up for competition from the pirates. It won’t be easy. The issue of piracy is a complicated one. Consider the case of an electronics company that was told to service pirated products that bore its name. The company representative said that when the counterfeit product to be serviced was made from the company’s own components, it would provide the requested service, and that it only refused to service the product if some other company’s components were used. The representative argued that the company was at least selling its components even though it was effectively colluding in the piracy of its own product.  Does that mean the company’s trade name was of little or no value; or that anyone who bought its components could use its trade name? Was the revenue from the sale of components worth the illegal use of the company’s trademark? What message does that send to the pirates? Why didn´t the company just restrict itself to producing components if the brand name on the final product was not considered important?

The modus operandi of the pirates varies by sector. In the apparel sector a T-shirt or a polo shirt is just a T-shirt or a polo shirt until your label or logo is illegally fixed to the product. In many cases, pirates purchase large amounts of a particular product, distribute the purchase among a large number of cottage industry workers who then sew in labels or put on the company’s trademark logo. The final product is then picked up in vans or small trucks and delivered to “bag persons” (in Portuguese: sacoleiros or sacoleiras). An army of “bag persons” (often illegal immigrants who cannot find employment elsewhere) then delivers the product to retailers in relatively small lots. There are some variations on this model. In some cases, the vans or small trucks might converge on a central warehouse where the counterfeit product can be checked for quality, after which the product is re-distributed either directly to retailers or through the army of “bag persons”. The same system is used with some variation for toys and dolls. Consider the following case. A major toy manufacturer observed that one of its products was being sold in the Brazilian (São Paulo) market some 80 days before the product was scheduled for official launch in a number of markets, including Brazil. With the help of the public authorities, the company attacked the retail outlets that were selling the counterfeit product. The sales were halted – in the city of São Paulo. However, the product started showing up in the interior of São Paulo. The pirates simply changed the distribution channel.

Consumer tolerance

Brazilian consumers are highly tolerant of pirated products. This is largely a function of income distribution. A Class C (average annual income of US$5,000) or Class D parent faced with the choice of a pirated team shirt or pair of soccer shoes for a ten-year-old child is particularly price sensitive and quality insensitive. The child will outgrow the product possibly even before it has been worn out so given the choice between a legitimate product at say US$40 or a pirated one that will cost only US$8, the Class C or D consumer will invariably go for the cheaper alternative. Why pay for a pair of Nike running shoes, for example, if you can buy a pair of counterfeit “Nikes” at a much lower price and which your child will outgrow before they wear out, or if the price of the legitimate article is simply out of reach? Some companies (not necessarily Nike) argue that since this consumer would not ordinarily be buying such an expensive legitimate product anyway, nothing is to be gained by chasing down the pirates. The consumer of the pirated or counterfeit product is not part of the company’s “market segment”. Moreover, some companies will argue that at least their trade name or logo is being used instead of someone else’s so they are getting “free advertising”. Well maybe! We have seen some imitations of logos that only vaguely resemble the originals. And a cheap and shoddy product does little to enhance the company’s up-market image or reputation. Class A consumers will be less inclined to buy the elite product if it stops being elite. And although purchase of the counterfeit product may be “advertising” it is not “free”. You have invested a lot of money in branding your product. The pirate has invested very little to copy your brand. If you don’t protect your investment, who will?

Why do companies and governments tolerate counterfeit products?

First of all it is expensive. Stopping the pirates is an intelligence-intensive activity that can be costly and take a lot of time. Second, the margins earned on high-end fashion products might be another reason. The direct cost of a China-sourced designer watch that sells retail for say, US$500 is, on average, about 8% of the retail price or US$40.00. Why bother to invest a large sum of money to investigate counterfeiting if the retail price of the watch is over 1000% of the direct cost of making it? So what if some counterfeit version of the watch is selling to a market that would not buy the genuine article at the US$500 price? The company can argue, correctly, that it has lost no sales to the counterfeit product because the customer who bought the counterfeit version would not have shelled out US$500 for the original anyway. And so what if the trade name is compromised in that particular market segment? And the company can argue (and some have argued) that the purchase of the counterfeit product by someone who wants the brand name but can’t afford the genuine article actually attests to the prestige of the brand. Why not just buy an “unbranded” watch if keeping track of time is the only issue? It’s the logo, counterfeit or not, that conveys prestige to the consumer. Consequently, many companies only take action against counterfeiting when it begins to encroach on their perceived market segments. One of CCI’s principals was approached by a company with an amusing dilemma. The company executive wanted to investigate a counterfeit product that was invading its market segment. The executive complained that the counterfeit product was selling for a lower retail price than the genuine article and that it was a higher quality product! Rather than engage in an expensive investigation followed by even more expensive litigation, CCI recommended that the offended company acquire the alleged counterfeiter. It would prove cheaper than a lengthy court fight accompanied by the possible public confession that the counterfeiter produced a superior quality product! However, the case reveals an interesting twist on the issue of counterfeiting. Counterfeiters are entrepreneurs (albeit illegal) and may well seek to expand their enterprise by increasing market share and/or improving product quality to increase price and margins. You might find them eventually invading your market space and/or becoming a major inconvenience instead of a minor irritant.

Despite the tax losses resulting from the counterfeit trade, governments sometimes tolerate trademark piracy because the pirate industries are sufficiently large that they employ a number of both skilled and unskilled workers directly and indirectly. This is especially true when the industry employs large numbers of unskilled “sacoleiros/sacoleiras” who would otherwise be unemployed, or supplies small retailers who would otherwise not be competitive selling the higher-priced legitimate product. The argument is often made that piracy is a “victimless crime” because those buying counterfeit products would not be in the market for the legitimate more expensive product anyway, while the counterfeit industry is considered socially and economically “useful” because it provides jobs and sells principally to lower income consumers. The reasoning is that companies victimized by trademark piracy cannot even claim lost sales.
How do you stop them?
In spite of their sophisticated modus operandi, counterfeiters are still vulnerable. In general they will need to have, or have access to, manufacturing facilities. They will have to develop a supply chain for the product, and they will also require distribution channels. Note that sales and customers are rarely a problem, especially for the apparel and accessories counterfeiters that can rely on large numbers of relatively small retail outlets to hawk their product, and large contingents of bargain-hunting consumers looking for the lowest priced item. However, like any other enterprise, counterfeiting is vulnerable to interruptions along its supply chain.

Many companies seek to halt the sale of counterfeit products by attacking at the retail level – i.e. reporting the sale of counterfeit product to the authorities who then can confiscate the product and fine the retailers. However, the retail link in the chain is usually a weak one unless you can follow the chain all the way back to the source of the product and attack along the product supply chain. A highly atomized retail sector composed of stores of various sizes and sales volume means counterfeiters do not lack for outlets for their product. Moreover, retailers might even be able to claim that they thought the product was legitimate. They might present legitimate purchasing documentation such as notas fiscais (tax receipts in Brazil) as proof of purchase from a supplier (that might or might not be a duly registered company). Alternatively, a small retailer might simply close down a store and open another elsewhere to continue selling counterfeit product. And, the suppliers of the counterfeit goods can also simply use other distribution channels to continue their business.

This last alternative proved to be the case with the toy company mentioned previously.  When retailers had their counterfeit product confiscated by the police, the product simply started showing up in other communities in São Paulo. 

You should take the following steps:

1.Confirm that the product is indeed counterfeit

The first step in attacking counterfeiters is to verify that the product is indeed counterfeit (i.e. not legitimate product that might be the result of cargo theft, contraband, or pilfering by employees, transportation companies, etc.). You should obtain samples of the products believed to be counterfeit. The samples should be subject to rigorous technical inspection so that you can assess the technical attributes of the suspect product, e.g. denier (weight or fineness of fiber) and/or comb count of textiles used, number of sewn stitches per inch, the quality of molded plastic products, quality of any inputs such as synthetic rubber or plastic parts, quality of assembly, chemical composition of glues, paints or dyes used in the product and/or its packaging, quality of labels or logos, etc. CCI principals have often discovered that labels used by counterfeiters are legitimate (or perfect copies of legitimate labels). If a local company has been licensed to produce your labels or logos, or import them, the company might be importing or printing more than required and selling the excess to counterfeiters and claiming faulty production runs, etc. We have also found toys that appear to have been manufactured with the victim company’s patented molds used by outsourced producers –but using cheaper (or even toxic) raw materials, paints, or dyes. If legitimate textile products (e.g. children’s pajamas) are also treated with fire retardant chemicals the absence of same indicates a counterfeit product. A good technical inspection not only verifies the counterfeit nature of the product, it might also provide some leads as to the source of the counterfeit activity.

2.Determine the magnitude of the problem

In addition to technical inspection, you also need to understand the geographical extent and size of the problem.  Information on this issue is often available from the business side of the company, which can provide relevant data on sudden and unexpected reductions in company sales in certain regions, or a sudden increase in customer complaints or returns.  Purchase of samples of the counterfeit product can also help in understanding the range and magnitude of the problem. Once you have quantified the size of the problem, you can decide how many resources you should devote to resolving it.   

3.Gather intelligence

Once you have verified that the product is in fact counterfeit, and you have an idea of the scope and range of the problem, you should begin your investigative efforts at the beginning of the production sequence while following up on any leads that your technical inspection might have provided. You want to concentrate your investigation to allow you to move back as far as possible along the supply chain. You are looking for the right moment in the production/distribution sequence or the right set of circumstances to catch the counterfeiters actually committing a crime – e.g. putting on the logotype of the legitimate manufacturer or picking up and delivering counterfeit packaging material or counterfeit product. You are also looking for the right moment/place to have maximum impact on the counterfeit operation. This can be quite difficult and require extensive investigation, surveillance, and cooperation with local law enforcement authorities.  Intensive intelligence gathering on the relevant part of the supply or distribution chain, and then intercepting the counterfeit product (with the counterfeit logotype) at the point of maximum return is the only way you can be sure you have hurt and possibly even neutralized the counterfeiters. The following sections deal with the intelligence gathering effort.

 Intelligence operations can be expensive – pool resources as possible

It should be noted that large counterfeit operations might produce various counterfeit labels of several brand names.  T-shirts, for example, might be produced to carry the labels and/or logotypes of several known T-shirt brands. Apparel and accessories are particularly vulnerable in this regard. The same might apply with some modification to footwear and other apparel items. If multiple brands are being counterfeited you can reduce the cost of an investigation by pooling with other victim companies to finance intelligence gathering. You might even be able to coordinate such a collective action through your appropriate trade association. However, to properly control the investigation and intelligence gathering and to ensure confidentiality, it is suggested that you and your associates contract investigative services directly and appoint a committee to oversee the assignment. If competitive circumstances require, you can coordinate the preparation of investigative reports by individual product or brand name to be distributed only to the respective company. 

How to gather the intelligence

As stated previously, the intelligence gathering process should begin with a thorough technical analysis of products suspected or known to be counterfeit. Every material characteristic of the suspect product should be compared with the legitimate one. You might find clues as to the origin of the counterfeit product at this stage.

We recommend that you use specialized outside investigators to gather intelligence – most especially if the counterfeit activity is widespread or you encounter signs of relatively sophisticated production methods or authentic labels. Counterfeiting is often carried out by organized crime groups with significant retaliatory capability that can be directed against employees of your company if you set up an internal investigation. A CCI principal was involved in the investigation of a counterfeiting case for an electronics firm that faced just such a situation. A counterfeit operation was selling components that were causing damage to the company’s products. The company set up an internal investigative team to identify the counterfeiters and a manager was appointed to head up the team. Within 30 minutes of his nomination as team leader the manager received a telephone call from an unidentified individual advising him that he knew where the manager’s children went to school. That message was sufficient to cause the company to dismantle the team and bring in an outside investigator. You can take nothing for granted when dealing against counterfeiters.

Have a single point of contact. One and only one person in the company and/or from your company’s outside counsel’s office should be designated to interface with the outside investigators and all reports from the investigators should be disseminated on a “need to know” basis to management. Never rule out the possibility that some of your employees could be involved.

An important component of your intelligence gathering should be dedicated to finding out how counterfeiters gain access to the defining characteristics of your product (e.g. sew-on logos, labels, injection molds, etc.). For example, it was announced in the Brazilian press that rolls of labels of internationally known brands were being openly sold in accessories shops in São Paulo. It is not sufficient to have the rolls of labels confiscated. They should be first analyzed for authenticity and then traced back along their supply chain to determine their origin (if possible). Making them without a license is a crime. Again, this might involve significant intelligence work.

You should direct your intelligence at discovering the modus operandi of the counterfeiters and identifying vulnerabilities in their supply chain of the counterfeit product. As stated earlier, the objective should be to interrupt the counterfeiters’ supply chain at the point where the product has been rendered or is illegal – i.e. logos and/or labels have been affixed, counterfeit product is stored in a warehouse, the counterfeiters are picking up or delivering product, etc.

Brazil is a highly bureaucratic country and documentation of the purchase and sale of product is required. Even when documentation is presented it can be verified. False notas fiscais (i.e. tax receipts) are commonly used to allege purchase. It is relatively easy to verify if a supplier’s tax receipt was issued by a legitimate company. CCI principals have traced such documents to find that the supplier’s address is a parking lot, an empty building or other such location. In another case, the tax receipt was that of an existing company that was registered in an unrelated line of business and the receipt itself was counterfeited to create the impression of a legitimate transaction and implicate a totally unrelated company to throw investigators off the trail. In any case, verification of a supplier’s bona fides is not overly complicated. Subsequent surveillance of deliveries can allow investigators to locate the actual source of the counterfeit product, from which it is usually possible to identify additional upstream elements of the supply chain. Such surveillance should be conducted by professionals, not company employees. 

Don’t be surprised if…

1. A licensee is involved in a counterfeit scheme. We have seen cases in which outsourced producers or licensees have claimed quality problems and alleged destruction of faulty product only to use the labels, logos, or certificates of authentication that were claimed to have been destroyed to pass off counterfeit product as legitimate and distribute it through illegal channels. We have seen this in numerous cases. Avoiding this problem requires close management and auditing of the licensee by the licensing company, backed up by a tightly worded contract, and monitoring of the final market or outlets of the product.

2. A logistics company or a single driver is involved in the scheme. A logistics service provider or one of its drivers is familiar with the sector and your regular customers. The company or the driver can offer to deliver or pick up counterfeit product or a driver could be “moonlighting” for counterfeiters and providing intelligence regarding your customer base. In one case, in a convoy of trucks bringing product from the port to a warehouse, the last truck in the line suddenly experienced “mechanical problems” that caused it to pull out of the convoy. The escort of the convoy was unable to dedicate a vehicle to the protection of just one truck and the truck “just happened” to stop near a group of cargo thieves who quickly unloaded its contents. Investigation into the driver showed that he had financial problems and a history of fringe involvement with crime. The answer is to ensure that all drivers (especially sub contracted drivers) are properly screened, and that information about deliveries is handled on a strict “need to know” basis.

3. An otherwise trusted distributor or customer service provider might be involved in theft or the distribution of counterfeit merchandise. This is more common than it should be. We have seen numerous cases in which a distributor takes advantage of his customer network to handle “additional product” as well as your legitimate orders. This is a particular risk if your distributor does customs expediting on your behalf.  As before, the best defense against this problem is tight management of the distributor, occasional monitoring, and even occasional audit.

4. The quality of the counterfeit product matches the quality of yours. The counterfeiters do not necessarily deal with “schlock” or shoddy merchandise. They are interested in taking advantage of your brand name and will seek to maintain a certain level of quality to do so. They don’t have to amortize the cost of building the brand and they most probably don’t pay taxes, so they can produce quality product and still beat you on price. Witness the amusing case cited earlier in which the client company complained that a counterfeiter was using the company’s trade name to sell a technologically superior product at a lower price. 

5. Your investigation uncovers a large organized crime group. The counterfeit product business in Brazil most often involves persons from several countries such as China, Korea, Paraguay, and Brazil. It is big money and requires a relatively sophisticated network. Not surprisingly, it is reported to often involve large organized crime networks. Like bank robbers or kidnappers whose crimes also involve planning, logistics, and someone to launder the proceeds of their activities, counterfeiting involves additional levels of sophistication and control. It is more complicated and not markedly different than managing a global company except that it is involved in an illegal business and may even have connections to illegal drug traffic.  

Law enforcement

Once you have gathered all the intelligence you can, you need to consider how you can bring in law enforcement, ideally in an operation that will have maximum impact on the criminals and their operation. In Brazil it is important to catch “bad guys” in delicto flagrante – i.e. committing an illegal act. This will mean immediate arrest of the criminals. Bringing in law enforcement also involves dealing with your outside (preferably criminal and civil) or in-house legal counsel and branches of law enforcement (counterfeiting is a federal crime) in order to arrange circumstances that will result in the desired for immediate arrest of the criminals, via a well-executed “sting” operation.

It is vitally important that the investigation concentrate on gathering information that is admissible in a court of law. Do NOT engage in any illegal activities or submit illegally acquired information such as that which is obtained from wiretaps or bank data, for example. Telephone “taps” and/or bank records should be obtained only through legitimate law enforcement authorities and court orders.  

Before bringing in law enforcement, as indicated above, you should also engage a well reputed criminal law firm to help advise you how and when to involve law enforcement. When you turn over your information about the case, you will lose control of it and it will go into the public domain. From that point forward, the public authorities will take over.

It is also important not to involve local law enforcement until you have assembled sufficient information. Your investigators, working together with legal counsel, should prepare a detailed dossier that can be delivered to the public authorities in support of your complaint.  Be sure to carefully document any aspects of the modus operandi of the bad guys. The police investigation will verify and trace the processes used by the criminals. A CCI principal was involved in a criminal fraud case in which he analyzed legally obtained (that distinction is crucial) bank data from the account of the perpetrator. With the information from the bank CCI could analyze copies of checks issued from the account to map the dispersion of funds to other accounts. This provided the authorities and the attorneys (both public and those of the company) with a list of other accounts and names of individuals who might have been involved in the scheme and characterized the scheme as “money laundering”. The fraudster was tried, found guilty, and sentenced. The process was long and painstaking but fruitful in the end. If you work with the system, the system will work - sometimes. Too many cases are left unreported on the erroneous assumption that they will remain unsolved. As stated below,  the public law enforcement authorities are overburdened with case load so the easier you can make their work, the more likely that you will be successful in bringing the “bad guys” to justice and sending a message to others that you won’t tolerate behaviors detrimental to your business.

The main reason for this approach is that law enforcement in Brazil is woefully underpaid, understaffed, and overworked. Investigations can take a long time simply because other pressing matters and more urgent types of crime such as drug trafficking and homicide can take precedence over your case. Second, as mentioned above, once you have filed a criminal complaint, the case falls into the public domain and you lose control over the investigative process. You might even have to suspend your own investigative efforts to avoid tripping over the police or hampering their investigation. The easier you can make the job for local authorities, the faster the case will progress.

Contraband

The difference between contraband and counterfeit

Contraband differs from counterfeiting principally because contraband product generally (but not always) has a legitimate origin.  It may have been stolen in a cargo theft incident in Brazil. It may have illegally crossed the border from, say, Paraguay or some other country bordering Brazil. It may have been stolen from a warehouse or at a point of embarkation.  But it is normally the legitimate (real) product. One notable exception to the distinction between contraband and counterfeit in Brazil is cigarettes. Paraguay is noted for not only counterfeiting Brazilian cigarette brands but also for smuggling the cigarettes into Brazil for distribution to street vendors and selected retail outlets. In general however, contraband products come from cargo or warehouse theft and, on a smaller scale, employee pilfering. In general smugglers do not produce the products they sell. Because they don’t have to produce what they sell, smugglers can deal with a much wider array of products. They can hawk TV sets, cellular telephones, crop protection chemicals, consumer products, machinery and equipment, clothing, and comestibles among other products. Smugglers depend on your supply chain to get their hands on product. Consequently, their supply chain is much shorter. They don’t purchase raw materials, they don’t have to affix labels or logos, or have to worry about quality control. They need only access to the product and a distribution mechanism for unloading it. In most (but not all) cases, the distribution link in the chain is a professional “fence” – i.e. front organization – that will purchase stolen merchandise at a deep discount which varies by product and then pulverize distribution across a wide range of customers..

In general, governments are more sensitive to contraband activity than to counterfeiting because the former imposes a higher cost to society in the form of lost tax revenues along an interrupted value added chain. Moreover, unlike counterfeiting, smuggling stolen goods does not generally involve hiring large contingents of unskilled labor so there is no offsetting “social benefit”. Companies, too, suffer because of lost sales. As noted earlier, counterfeiters often sell into markets that would not ordinarily purchase the legitimate product. Retailers selling contraband product, on the other hand, usually sell the product for the market retail price and pocket the profit rather than pass on any cost savings to the consumer. The purveyors of stolen merchandise can depend on a wide range of sources for product ranging from large stolen shipments to smaller lots of product (e.g. a case or two) from, for example, dishonest warehouse employees or drivers.

Investigating and stopping contraband activity

The approach to investigating and contraband activity differs somewhat from that used to investigate counterfeiting. Counterfeiting originates outside the enterprise while contraband requires looking more intensely inside. Cargo theft frequently involves corrupt drivers, logistics service providers, warehouse employees, or inside information. Consequently, the first step in investigating contraband activity stemming from cargo theft and/or employee pilfering is to verify the level of product losses from the warehouse or distribution center and the frequency and location of cargo theft. Warehouse losses should be compared to standard loss figures not just in the company but benchmarked against other companies or subsidiaries both in Brazil and in other markets. Deviations from “normal” loss levels due to damage, spoilage, etc. should be investigated to determine the cause. Similarly, incidents of cargo theft should be analyzed. There may be a pattern to the frequency, timing, or location that will provide you with information that will help to identify ways to halt the incidents or catch the perpetrators in the act. You might find, for example, that repeated cargo theft incidents frequently involve only specific drivers. The incidents might occur close to a warehouse or along specific routes, and warehouse thefts might be concentrated in specific work shifts. This kind of information will help you to narrow down your suspect list. You should also review signature authorities for shipment departures to see if there is a correlation with losses or cargo theft. In summary, you should begin by starting inside the company before looking outside. 

In the case of contraband, your sales force can be extremely helpful. When visiting customers sales personnel can verify customer inventory levels for changes that do not appear to arise from increased orders. Similarly, the unexpected cancelation of a customer’s order can also be a sign that the customer has purchased a contraband shipment of product. 

It is not beyond the realm of possibility that your own production or management personnel can be involved in contraband activity. A CCI principal once observed during an investigation that a computer software product copied from a master disk in Brazil showed up in a Scandinavian country with an legitimate certificate of authenticity. Subsequent investigation showed that the software had been reported to parent as part of a production run that was supposedly faulty and the disks were reported to the parent company as having been destroyed. They weren’t! This kind of fraud is quite common in the computer software and entertainment disk industries. Operating from masters, licensees or local subsidiary management can claim faulty production runs and the destruction of the faulty product simply to move it into the hands of a contraband distributor. This can be dealt with through greater control over production runs and closely monitored disposal of faulty product. 

In the consumer goods industries there are numerous ways to obtain product from inside the company for contraband sale. Warehouse employees can collude with truck drivers to place extra product on trucks for delivery. Late shift workers have been caught throwing large amounts of product over the plant fence for others to pick up. Drivers can “short” deliveries claiming damage in transit to later sell the reported damaged product to professional “fences” that purchase stolen goods at deep discounts. Dispatch personnel can advise cargo theft gangs of large shipments, providing route details, drivers’ names, etc. HR or logistics personnel can provide criminals with information on drivers who might be vulnerable to threats or blackmail. Product that has been returned as damaged and scheduled for repackaging can be stolen and re-sold if not properly controlled. Practically all of the above vulnerabilities can be reduced or eliminated with improved internal controls. The key to developing adequate controls is thorough process mapping to ensure that each stage of the production/distribution chain is subject to appropriate controls and sign offs. You should also examine your invoicing processes to evaluate vulnerabilities when product is returned because of damage or a customer has been “shorted” and the related invoice must be re-issued. CCI’s investigative experience suggests that closing “windows of opportunity” is one of the most effective ways to avoid having contraband product show up in the market. Drivers should be subject to thorough background checks for criminal records or for serious financial problems. Internal measures notwithstanding, you should also investigate to determine how contraband product is reaching the market. As mentioned earlier, distribution of contraband or stolen merchandise is usually through professional “fences” (i.e. purchasers and distributors of stolen or counterfeit merchandise). Many of these are known to the public law enforcement authorities and one option is simply to report such incidents. (You have to do that for insurance purposes anyway.) If a company employee has been involved you should try to debrief the employee to obtain additional information that can be forwarded to law enforcement. CCI’s experience has been that employees faced with the possibility of criminal charges or a “just cause” dismissal will often be willing to negotiate and provide information. Even if the information does not serve to apprehend the stolen product or the “fence” that is selling it, you might obtain important information regarding gaps in your internal controls.

If your company imports products you have a more complex problem. Theft can occur at numerous points that are not under your direct control ranging from the production site abroad to customs and shipping warehouses at the point of embarkation to customs and receiving warehouses at the destination.
A CCI principal was involved in an investigation of product theft in which pallets of imported electronic product were routinely filled with pasta, magazines, assorted trash, etc, all of which was carefully inserted to provide the same pallet weight as registered at the point of embarkation. It was not clear initially whether the theft occurred at the point of embarkation, during a stopover of the shipping vehicle, or at the destination. The material used to substitute legitimate product was sufficiently ubiquitous to have been available in any of the three locations. Careful analysis of the material used to pack the shipment eventually revealed that the problem began at the point of embarkation. That done the company was able to take measures to increase its control over the merchandise at the embarkation point, and the problem disappeared.

Conclusions and final comments

Regardless of whether the problem is counterfeiting or contraband, there are a number of things you must be prepared to deal with. We have stressed the importance of technical analysis of the counterfeit product and of obtaining clear and precise information on the extent of the problem. We have also stressed the importance of detailed and focused intelligence gathering, before moving to the law enforcement stage. You also need to consider the following issues:

1. Involve as few people in your company as possible. Ideally the investigators should have only one point of contact in your company. This is a question as much related to security as it is to the management of the investigation. The fewer the people who know of the investigation the less likely that information will leak to the subject of your investigation. After all, the subject of the investigation knows it is committing a crime and that you are probably aware of its activities, so the subject might be constantly on the alert or have a contact in your company who can unmask your efforts and inform as to your plans. You must protect any employees that might be involved in the investigative work and/or protect the company against violent retaliation on the part of the criminals.

2. Be prepared for threats and to deny any involvement in an investigation. You want to protect the company and your loyal employees against harmful action should your investigation become known and prove inconvenient to the perpetrators. Have a crisis management team at the ready in the event that things get difficult or ugly and resort to your crisis management plan. (You do have one, don’t you?) You might find the company or your employees being threatened with violence or even kidnap and you want to be able to act decisively and appropriately.

3. Be prepared to find that some of your employees might be involved. Quite often fraudulent schemes that seem to originate from external sources rely on the help of employees of the victim company. Involvement can occur at any level of the company’s hierarchy and you should be prepared to learn that someone might be “feeding” information to criminals. Information about planned product launches, etc. can be invaluable to counterfeiters who can piggyback on company announcements and advertising to boost the sales of their illegal product. The answer is to have rigorous information security procedures within your organization, especially with respect to delicate information, and to carry out screening procedures of all new employees at the moment of recruitment.

Longer term, companies also need to consider how they can lobby for tougher legislation and sentences and for more consistent and effective public awareness campaigns about the implications of purchasing a counterfeit CD, computer software program or brand name polo shirt.

Companies should also consider how they can work together, rather than in isolation, both preventively and reactively.  It is far cheaper to attack the counterfeit industry if a number of affected companies pool their expertise and resources, instead of bearing the costs and handling the issue individually.

There are also those who advocate that combating the counterfeiters is only possible via constant (and usually costly) innovation of your (original) product, so that the counterfeiters always have to play catch up. We do not subscribe to this as the only preventative solution to counterfeiting, but would certainly endorse it as one of a number of steps that can be taken.

